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Context 
 
‘The introduction of the Computing curriculum in England aims to equip pupils with 
the knowledge, understanding and skills to use information and communication 
technology creatively and purposefully. A key aspect of this lies in being digitally 
literate. Online technologies play a huge role and so providing a broad and 
balanced online safety education at each key stage is vital to ensuring that pupils 
can navigate the online world safely and positively.’ 
                                  ‘Childnet International’ 
 
 
‘Keeping children safe in education,  Statutory guidance for schools and colleges 
September 2020’: 
 
The ‘staying safe’ outcome includes aims that children and young people are: 
 

● safe from maltreatment, neglect, violence and sexual exploitation 
● safe from accidental injury and death 
● safe from bullying (including cyber bullying) and discrimination 
● safe from crime and anti-social behaviour in and out of school 
● secure, stable and cared for 

 
Much of these aims apply equally to the ‘virtual world’ that children and young 
people will encounter whenever they use IT in its various forms.  For example, we 
know that the internet has been used for grooming children and young people with 
the ultimate aim of exploiting them sexually; we know that IT can offer new 
weapons for bullies, who may torment their victims via websites or text messages; 
and we know that children and young people have been exposed to inappropriate 
content when online, which can sometimes lead to their involvement in crime and 
anti-social behaviour. 
 
It is the duty of Co-op Academy Friarswood to ensure that every child in our care is 
safe, and the same principles should apply to the ‘virtual’ or digital world as would 
be applied to our school’s physical buildings.  

This Policy document is drawn up to protect all parties – the students, the staff and 
the school and aims to provide clear advice and guidance on how to minimise risks 
and how to deal with any infringements.  

Covid Restrictions and Home-Teaching  

From 23rd March 2020, continuing into Autumn 2020 (and beyond where children 
must isolate), the majority of our pupils have been taught at home during lockdown 
by the Government. This updated policy outlines the online teaching methods used 
by Friarswood during this time. 
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1. The technologies 
 
IT in the 21st Century has an all-encompassing role within the lives of children and 
adults.  New technologies are enhancing communication and the sharing of 
information.  Current and emerging technologies used in school and, more 
importantly in many cases, used outside of school by children include:   
 

● The Internet  
● E-mail 
● Instant messaging often using simple web cams 
● Blogs (an on-line interactive diary) 
● Podcasting (radio / audio broadcasts downloaded to computer or MP3/4 

player) 
● Social networking sites www.facebook.com www.twitter.com  
● Video broadcasting sites (http://www.youtube.com/) 
● Chat Rooms (www.teenchat.com, www.habbohotel.co.uk) 
● Gaming Sites (www.neopets.com,  http://www.miniclip.com/games/en/) 
● Music download sites (http://www.apple.com/itunes/, http://www-

kazzaa.com/, www.spotify.com  
● Mobile phones with camera and video functionality 
● Smart phones with e-mail, web functionality and cut down ‘Office’ 

applications. 
 

2. How can Internet Use Enhance Learning? 

 
● The school Internet access will be designed expressly for pupil use and 

includes filtering appropriate to the age of pupils.  
● Pupils will be taught what Internet use is acceptable and what is not and 

given clear objectives for Internet use.  
● Internet access will be planned to enrich and extend learning activities.  
● Staff should guide pupils in on-line activities that will support learning 

outcomes planned for the pupils’ age and maturity. 
● Pupils will be educated in the effective use of the Internet in research, 

including the skills of knowledge location, retrieval and evaluation. 
 
 

3. Authorised Internet Access 

 
● Co-op Academy Friarswood maintain a current record of all staff and pupils 

who are granted Internet access. 
● All staff must read and sign the ‘Acceptable Use Agreement’ before using 

any school IT resource.  
● Parents will be informed that pupils will be provided with supervised Internet 

access.  
● Parents will be asked to sign and return a consent form for pupil access. 

http://www.facebook.com/
http://www.twitter.com/
http://www.youtube.com/
http://www.teenchat.com/
http://www.habbohotel.co.uk/
http://www.neopets.com/
http://www.miniclip.com/games/en/
http://www.apple.com/itunes/
http://www-kazzaa.com/
http://www-kazzaa.com/
http://www.spotify.com/
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4. Internet 

 
● If staff or pupils discover unsuitable sites, the URL (address), time, content 

must be reported to the Headteacher as soon as possible. Our online 
monitoring system, Senso captures this information and reports it to the 
Headteacher, who is able to discuss the incident with the child or member of 
staff. A number of internet sites are blocked under this system.  

● Co-op Academy Friarswood will ensure that the use of Internet derived 
materials by pupils and staff complies with copyright law. 

● Pupils should be taught to be critically aware of the materials they are 
shown and how to validate information before accepting its accuracy. 

5. Email 

 
● Pupils and staff may only use approved e-mail accounts on the school 

system. 
● Pupils must immediately tell a teacher if they receive offensive e-mails. 
● Pupils must not reveal personal details of themselves or others in e-mail 

communication, or arrange to meet anyone without specific permission. 
● Access in school to external personal e-mail accounts may be blocked. 
● E-mails sent to external organisations should be written carefully and 

checked before sending, in the same way as a letter written on school 
headed paper. 

● The forwarding of chain letters is not permitted. 

6. Social Networking 

 
● Schools should block/filter access to social networking sites and 

newsgroups unless a specific use is approved. 
● Pupils will be advised never to give out personal details of any kind which 

may identify them or their location 
● Pupils should be advised not to place personal photos on any social network 

space.  
● Pupils should be advised on security and encouraged to set passwords, 

deny access to unknown individuals and instructed how to block unwanted 
communications. Pupils should be encouraged to invite known friends only 
and deny access to others. 

● The school does not tolerate any form of peer on peer abuse. This could be 
evident in text messages, app messages such as What’s App, etc. Any 
incidents of peer on peer abuse that are brought to the school’s attention 
are investigated. We have a duty of care to our pupils which includes their 
emotional and mental well being which could be affected by unkind 
messages. 

● ‘Sexting’ also known as youth produced sexual imagery, will not be 
tolerated. 

● Use of ‘ClassDojo’ and ‘Tapestry’ online messaging programs are used by 
staff to communicate with home. These send messages and provide a 
forum for online teaching during lockdowns when the majority of pupils are 
not physically attending school. Staff monitor class posts and  forums within 
these sites and remove any inappropriate materials that are posted. It is the 
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class teachers’ responsibility to  ensure their ClassDojo or Tapestry posts 
are monitored regularly.  

7. Filtering 

 
Co-op Academy Friarswood work in partnership with the Becta, Staffs Tech, Co-op 
Academies Trust and the Internet Service Provider to ensure filtering systems are 
as effective as possible. 
 
It is essential that children are safeguarded from potentially harmful and 
inappropriate online materials. We ensure appropriate filters and appropriate 
monitoring are in place. 
 
The headteacher receives an alert for any potentially inappropriate searches made 
by pupils or staff. Each incident is investigated.   

8. Publishing Pupils’ Images and Work  

 
● Pupils’ full names will not be used anywhere on the Web site, particularly in 

association with photographs. 
● Written permission from parents or carers will be obtained before 

photographs of pupils are published on the school website. 
● Work can only be published with the permission of the pupil and parent 
 
 

9. Information System Security 
 

● School ICT systems capacity and security will be reviewed regularly.  
● Virus protection is installed and updated regularly. 
● Security strategies will be discussed with Co-op Academies Trust and Staffs 

Tech. 
 
 
10. Whole school approach to the safe use of ICT 
Creating a safe IT learning environment includes three main elements at this 
school: 
 
● An effective range of technological tools; 

  
● Policies and procedures, with clear roles and responsibilities; 

 
● A comprehensive internet safety education programme for pupils, staff and 

parents. This includes covering relevant issues through personal, social, 
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health and economic education (PSHE). Use of ‘Education for a Connected 
World’ 2020 Edition. Written by the UK Council for Internet Safety.  

 
● Regular updates to parents and carers, including advice on how to promote 

internet safety at home and on mobile devices. This may include advice 
from outside providers. 
 
 

 
11. Roles and Responsibilities  
 
Internet safety is recognised as an essential aspect of strategic leadership in this 
school and the Headteacher, with the support of Governors and Computing Lead, 
aims to embed safe practices into the culture of the school.  The Headteacher 
ensures that the policy is implemented and compliance with the policy monitored.    
 
Our school internet safety Co-ordinator is Mrs Wilmer with support from Mrs 
Hartley (DDSL), Mrs Elkin (Computing Lead) and Mrs Joanne Finn (Safeguarding 
Governor). 
 
Our internet safety co-ordinator ensures they keep up to date with internet safety 
issues and guidance through liaison with Co-op Academies Trust and through 
organisations such as Becta and The Child Exploitation and Online Protection 
(CEOP). The school’s internet safety co-ordinator ensures the Senior Leadership 
Team, Computing Lead and Governors are updated as necessary. 
 
All teachers are responsible for promoting and supporting safe behaviours in their 
classrooms and following school internet safety procedures.  Central to this is 
fostering a ‘No Blame’ culture so pupils feel able to report any bullying, abuse or 
inappropriate materials. 
 
All staff should be familiar with the schools’ Policy including: 

● Safe use of e-mail; 
● Safe use of Internet including use of internet-based communication 

services, such as instant messaging and social network; 
● Safe use of school network, equipment and data; 
● Safe use of digital images and digital technologies, such as mobile phones, 

ipads, tablets and digital cameras; 
● publication of pupil information/photographs and use of website; 
● eBullying / cyberbullying procedures; 
● their role in providing internet safety education for pupils; 
 

12. How will complaints regarding internet safety be handled? 
 
The school will take all reasonable precautions to ensure internet safety.  However, 
owing to the international scale and linked nature of Internet content, the 
availability of mobile technologies and speed of change, it is not possible to 
guarantee that unsuitable material will never appear on a school computer or 
mobile device.  Neither the school nor Co-op Academies Trust can accept liability 
for material accessed, or any consequences of Internet access. 
 

https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/education-for-a-connected-world
http://safety.ngfl.gov.uk/schools/
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Staff and pupils are given information about infringements in use and possible 
sanctions.  Sanctions available include: 

● interview/counselling by class teacher / internet safety Coordinator / 
Computing Lead; 

● informing parents or carers; 
● removal of Internet or computer access for a period; 
● referral to LA / Police. 

 
Our internet safety co-ordinator acts as a first point of contact for any complaint.  
Any complaint about staff misuse is referred to the Headteacher.   
 
Complaints of cyberbullying are dealt with in accordance with our Anti-Bullying 
Policy.  Complaints related to child protection are dealt with in accordance with 
school / LA child protection procedures. 
 
13. Equal Opportunities 
 
The governors and staff are committed to providing the full range of opportunities for 
all pupils, regardless of the nine protected characteristics. 
 
Our curriculum includes activities appropriate to the age and development of our 
pupils that will help to prepare them positively for life in Modern Britain and which 
actively promote the fundamental British Values. 
 
 
14. See Safeguarding and Child Protection Policy 
  

https://friarswood.coopacademies.co.uk/wp-content/uploads/sites/40/2020/03/Anti-bullying-policy-Feb-2020-3.pdf
https://friarswood.coopacademies.co.uk/wp-content/uploads/sites/40/2020/03/Anti-bullying-policy-Feb-2020-3.pdf
https://friarswood.coopacademies.co.uk/wp-content/uploads/sites/40/2020/10/Safeguarding-Child-Protection-Policy-Sept-2020.pdf
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Internet Safety Rules 
 

These internet safety rules help to protect pupils and the school by describing acceptable 
and unacceptable computer use. 

● Co-op Academy Friarswood, owns the computer network and can set rules 
for its use. 

● It is a criminal offence to use a computer or network for a purpose not permitted 
by the school.  

● Irresponsible use may result in the loss of network or Internet access. 

● Network access must be made via the user’s authorised account and 
password, which must not be given to any other person.   

● All network and internet use must be appropriate to education.   

● Copyright and intellectual property rights must be respected. 

● Messages shall be written carefully and politely, particularly as email could be 
forwarded to unintended readers.   

● Anonymous messages and chain letters are not permitted. 

● Users must take care not to reveal personal information through email, 
personal publishing, blogs or messaging.  

● The school ICT systems may not be used for private purposes, unless the head 
teacher has given specific permission. 

● Use for personal financial gain, gambling, political activity, advertising or illegal 
purposes is not permitted. 

 
The school may exercise its right to monitor the use of the school’s computer systems, 
including access to web-sites, the interception of e-mail and the deletion of inappropriate 
materials where it believes unauthorised use of the school’s computer system may be 
taking place, or the system may be being used for criminal purposes or for storing 
unauthorised or unlawful text, imagery or sound. 


